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This help covers the ordering, download and installation procedure for Odette Digital Certificates. 

Deutsch 

CONTENTS 

 
Preparation for Ordering an Odette Certificate ....................................................................................................... 2 

What you should know about certificates................................................................................................................ 2 

Steps to order an Odette Certificate ........................................................................................................................ 2 

Ordering your certificate .......................................................................................................................................... 5 

Validation and approval process ............................................................................................................................ 10 

Download the certificate ........................................................................................................................................ 10 

Renew a certificate ................................................................................................................................................. 10 

Annexes .................................................................................................................................................................. 12 

1. How to download and install the certificate on your local computer .......................................................... 13 

2. How to find your certificate in the Windows keystore after installation ..................................................... 19 

3. How to revoke a certificate ........................................................................................................................... 22 

4. Obtaining further support using the Odette CA Tool ................................................................................... 22 

 

  

https://www.odette.org/odettesecure/digital_certs_help_de.pdf


 
 
 
 

 

 

 

January 2023  © Odette International Ltd 2 

 

  
 Ordering and Installing your Odette Certificate Help   

 

PREPARATION FOR ORDERING AN ODETTE CERTIFICATE  

What you should know about certificates  

 
Certificates are used in a Public Key Infrastructure, where an asymmetric key pair is used to protect your data 
and communication. This key pair consists of a private key and a public key. The private key must remain securely 
on your computer and is not to be given to any other partner (including Odette). The public key is the one you 
share with your partners. It includes a number of attributes which basically identify the entity to which it belongs.  

A certificate is a public key that has been signed by a Certification Authority (CA), a trusted third-party entity, 
indicating that the information on the certificate has been checked and actually represents the entity that is 
listed as subject of the certificate. 

Your partner’s system will use the public key to encrypt information to be sent to you and your system will use 
the private key to decrypt the information. The decryption process can only be done with the private key and 
therefore your certificate is useless if you are not able to access the private key. Similarly, when you send 
information, your system uses the appropriate public key (certificate) of your partner to encrypt data and your 
partner uses his/her private key to decrypt the information.  

Steps to order an Odette Certificate 

Step 1: Create an account on OdetteSecure 

If you do not yet have an account on OdetteSecure, please crate an account for your company on  
https://www.odettesecure.com. 

You will need the following user contact and invoicing address data: 

User contact: 

Name 
 

 

Company 
 

 

Position 
 

 

Email 
 

 

Address Line 1 
 

 

Address Line 2 
 

 

City 
 

 

Postal Code 
 

 

Telephone Number 
 

 

https://www.odettesecure.com/


 
 
 
 

 

 

 

January 2023  © Odette International Ltd 3 

 

  
 Ordering and Installing your Odette Certificate Help   

Invoicing address details (if different from User Contact details) and VAT Number (mandatory for companies 
located in the EU). 
 

Name 
 

 

Company 
 

 

Position 
 

 

Email 
 

 

Address Line 1 
 

 

Address Line 2 
 

 

City 
 

 

Postal Code 
 

 

Telephone Number 
 

 

VAT Number 
 

 

Company Registration ID 
 

 

Step 2: Prepare the information you need for the order process 

1. Certificate Attributes  
 

Common Name  
(recommended: DHN e.g.  edi.xyz.com)(*) 

 

Email Address 
(optional) 

 

Organisation  
(Company Name)  

 

Department / Organisational Unit 
(optional)  

 

Locality  
(City, Town) 

 

State or Province 
(optional)  

 

Country Code 
(2 alpha ISO Code) 

 

OFTP2 Server’s Domain Host Name DHN 
(e.g.  edi.xyz.com ) (*) 

 

IP Address 
(optional) 

 

Odette ID (SSID) 
 

 

 
(*) Odette Certificate Authority does not support wildcard certificates. 
 

 
  

https://www.iso.org/obp/ui/#search
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2. Authentication Contact 
Note: Odette uses the Authentication Contact to authorise and confirm that the person ordering the certificate 
(the User Contact) is entitled to obtain a certificate on behalf of the company or business unit. The Odette CA 
rules require that the Authentication Contact: 
 

1. Is someone other than 
2.  the User Contact  
 
2. Is an employee of the organisation named in the certificate. 

 
3. Has a company email address in their own name (generic addresses such as info@..., or admin@... 
are not acceptable). 
 
4. Holds a position (e.g. head of EDI department, head of IT, managing director …) which is able to 
authenticate and authorise the order made by the User Contact. 

 

Name 
 

 

Company 
 

 

Position 
 

 

Email 
 

 

Address Line 1 
 

 

Address Line 2 
 

 

City 
 

 

Postal Code 
 

 

Telephone Number 
 

 

Step 3: Generate a Key Pair and Certificate Signing Request (CSR) 

You can use any computer with internet access to generate a key pair and CSR and to order the certificate but 
please note that if you do not use the computer which is deployed as the OFTP2 server you will need to transfer 
the certificate to the OFTP2 server at the end of the process.  
 
If your OFTP2 software includes a tool to generate a key pair and CSR, please follow the instructions in your 
OFTP2 software user guide.  
If your OFTP2 software does not include such a tool, you may be able to use the Odette tool which has been 
developed for Windows users. Click here for further details.  
 

  

https://www.odette.org/odettesecure/digital_certs_prepare-csr.pdf
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Ordering your certificate 

 
Log in to the OdetteSecure portal.  
 

 

Order & Manage Your Odette Certificates. 
 

You can Purchase a New Certificate, or manage existing certificates (View Details, Download, Renew, Revoke).  
If you have not purchased a certificate before, this list will be empty.  
 

 

Purchase New Certificate  
 
You will first see the User Contact Details. Ensure that they are correct before continuing. 

https://www.odettesecure.com/
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If they need to be corrected, press click here. 

 
 
 
Below you will see the Authentication Contact Details area. 

 
 
The Authentication Contact is used to verify your certificate request. He/she will be asked to confirm the data 
provided by you and that you are authorised to request a certificate on behalf of your company or department. 
Depending on the structure of your company the Authentication Contact could be the head of your department, 
the CIO or the managing director. 
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Next screen: Import CSR 

 
 
If you have created a key pair and a corresponding CSR with the Odette CA Tool (see above) you can simply 
copy the CSR content from the clipboard. paste it into this form and click Import.. 
 
If you used a different tool you should open the CSR text file and copy the content and paste it into this form 
and click Import 
 
 
 
After import, check information  
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Certificate Details 
Check that all your certificate details are correctly submitted. If anything is incorrect, you will need to create a 
correct CSR and import the CSR once again. Note that current implementations of OFTP2 at some companies 
require the OFTP2 servers of their business partners to use qualified domain names which are registered and can 
be resolved by the domain name system (DNS). This qualified domain name must be shown either in the attribute 
‘Common Name’ or in the attribute ‘Domain Host Name’ of the Subject Alternative Name. 
 
Certificate Usage 
In the above example, the certificate can be used for various purposes. By default, all the listed certificate usage 
attributes are enabled. If you want to connect your OFTP2 system to other OFTP2 systems, at least “Secure 
Session (SSL/TLS)” must be enabled. Encryption (i.e. file encryption) and File Signing are advanced functions of 
OFTP2 and can be used in addition to TLS session security. Email (encryption and signing) is an application outside 
the scope of OFTP2 but is also supported by Odette certificates.   
 
OFTP ID (SSID) 
If your CSR does not already contain a SSID for OFTP2 and you intend to use the certificate for OFTP2 data 
exchange, you should now enter your SSID (aka OFTP ID or Odette ID).   
 
 
After checking information, specify Order Details 
 

 
 
Select the desired validity period of the certificate (1, 2, 3 or 4 years). 
Purchase Order: You can enter any reference you would like to be included in your invoice. 
Accept the Odette CA terms and conditions.  
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Next screen: Invoice Address 
 

 
 
By default, the invoicing address is the one entered during initial registration. If you wish the invoice to be sent 
to a different address or a different company, enter the new address and VAT registration number (for 
companies situated in UK or EU). 
 
Next screen: Order Summary. 

 
You will receive an order confirmation by email. 
Your invoice will be issued when your certificate is made available for downloading.  
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Validation and approval process  
Shortly after the order has been made, the Odette CA will start the validation process which is based on the 
Odette CA Certificate Policy.  
 
The Odette CA Registration Authority will validate the information provided in the CSR. Furthermore, your 
authentication contact will receive documents to be signed and returned in order to approve your request and 
initiate the issuing process.  
 
Upon approval of the request, the certificate will be issued, and you will receive an email confirmation together 
with a pdf invoice attached.  

Download the certificate 

To download and start using your certificate login to your account on https://www.odettesecure.com  

“Certificates” in the main menu bar. 
 
Select the certificate you want to download  

Download 
 

 
 
 
Further details on installation of Odette certificates can be found in Annexe 1. 
 

Renew a certificate 

 
Important Note: 
In the environment of the Odette CA renewal means to issue a new certificate with the same properties as the 
previous one. However, to protect your privacy a renewed certificate also requires a new private and public key.  
 
Some OFTP2 software systems use their own key store and are programmed in a way that they only accept a 
renewed certificate if it refers to the existing private key. In these systems you cannot use the renewal process 
as described here; instead, you must purchase and install a new certificate when the existing one expires or 
becomes invalid. 
 
Prepare a new Certificate Signing Request as described in chapter Generate a Certificate Signing Request . 
 
Log into the OdetteSecure application.  

https://www.odettesecure.com/
http://www.odettesecure.com/
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“Certificates” in the main menu bar. 
 
 
Select the certificate you want to renew and check the details: 

View Details.  
 
Before you can continue, you must have prepared a matching CSR (see Step 3: Generate a Key Pair and Certificate 
Signing Request).  
 
During the renewal process, the Odette CA will check that the new CSR attribute values match the CSR attribute 
values of the existing certificate. 
 

Renew.  
 
Note that renewal can only be carried out during the period starting 59 days before the expiry date of the current 
certificate and ending 30 days after the expiry date. Outside of this period, the Renew button will be greyed out 
and the function will be unavailable. 

 
 
The rest of the renewal process follows the Purchase New Certificate process (see here). 
 
You will receive an order confirmation email. 
 
After checking the information provided in the CSR the Odette CA will issue the renewed certificate together 
with the invoice. 
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 ANNEXES 

 
1 How to download and install the certificate on your local computer  
 
2 How to find your certificate in the Windows keystore after installation. 
 
3 How to create a CSR with batch files 
 
4 Obtaining further support using the Odette CA Tool 
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1. How to download and install the certificate on your local computer  

 
This section provides instructions for users who are downloading and installing a certificate for the first time. The 
example is for Microsoft Windows. On screen instructions may differ according to your operating system. 
 
Select the certificate you want to download. 

Download button.  
 

 
 
Next screen. 

 
 
You can select between two different types and two different file extensions. Select the combination that meets 
the requirements of your keystore software or those of your business partner who may require you to submit / 
upload it in a specific format. Usually, the PEM format with CER extension should be OK. 
 
Store the certificate into the folder where you have your private key, see Step 3: Generate a Key Pair and 
Certificate Signing Request. 
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The following example is based on the key pair and CSR having been created using the Odette CA Tool. 
 
If your OFTP2 software requires a keystore file (*.pfx) or uses the Windows keystore, continue with the following 
steps: 
 
Note: Odette Root and Issuing CA certificates are already in the Odette CA Tools folder and do not need to be 
downloaded from the OdetteSecure website. 
 

 
 

Create a keystore file  
 

Start the OdetteCA_tool.exe in the Odette-CA-Tools-2023 folder 
 

 
 
 
Select Create PFX Keystore 
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Use the buttons to select the (downloaded) certificate file and the private key file that was generated in 
conjunction with the creation of the CSR. 
 

 
 
You will see the password dialogue.  
Enter the password that you have assigned during the CSR creation process. 
 

 

OK and the application will generate the .pfx file. The keystore file name will be generated automatically. 
Upon successful creation of the .pfx file you will see this info-box. 
 

  

Keep the pfx file in a 
secure place because 
if you change server, 
you can install this 

file on the new 
server. 
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If an error occurs, the error message will be shown instead, most likely this: 
 

 
Please verify that you used the correct private key (i.e. from the directory with the correct timestamp) and the 
correct password. 
If you are sure to use the correct key and password, or you see a different error message, you can contact our 
helpdesk at (odettesecure@odette.org). 
 
If the creation of the PFX was successful, continue as follows: 
Open the directory with your CSR in the application directory in your file Explorer, 
 

 
 
Select the .pfx file, click the right mouse button and select Install Certificate from the context menu.  
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Follow the installation process. 
Do not tick the first option (Enable strong private key protection). 
Tick the second option (Mark key as exportable) if you think you will need to do this. 
 

 
 

 
We recommend using the automatic selection as shown above. 
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Yes   
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2. How to find your certificate in the Windows keystore after installation   

 

Start(  ) and type “mmc” in the entry field.  

OK 
 

 
 
 
 

 
The Console will open.  

In File menu Add/Remove Snap-in 
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Add and select Certificates from the list.  

Add again. 
 

You will usually have to select “My user account” 
 

 
 

 

OK to close the Add/Remove Snap-ins dialog.  
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You will now see the Windows certificate store: 
 

 
Expand Certificates 
Expand Personal 
Select Certificates 
 

You will see the certificate in the right panel of the Windows Management Console. This is where your 
downloaded certificate has been stored. 

 

 
The little key on the upper left corner of the certificate symbol indicates that you have the certificate and the 
matching private key in your certificate store. 
 

Double click on the certificate to see the details.  
 

  

OK to close the certificate details window and close the MMC 
application. 
 
At this point, if you wish, you can save the Console as a shortcut so that 
it can be accessed quickly in the future.  
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3. How to revoke a certificate 

If you need to revoke a certificate for any reason, select it in the list. 
 

 
 

Revoke. 
 
You will be prompted to provide the reason for revocation. 
  

 

Revoke Certificate 
 
The certificate can no longer be used as from the Revocation Date & Time specified. 

4. Obtaining further support using the Odette CA Tool  

If you experience problems when using the Odette CA Tool, the OdetteSecure Support Team may 
be able to provide assistance.  

 
Please email odettesecure@odette.org describing the problem you are experiencing 

mailto:odettesecure@odette.org
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Most problems can be solved easily via email but in some cases the Support Team may arrange a 
time to contact you in order to directly view the problem you are experiencing, using a screen 
sharing application called TeamViewer. 

 

 
 A short time before the time agreed with Support 

Team: 

Support  
  
  

 

Run  
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Wait for Support Team to open the session. 

 


